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Abstract.  A certain disruptive technology called blockchain can be a 
transformative technology for various aspects of the US Government.  A 
blockchain, which can store data as well as transactions — meaning clients no 
longer need to trust third parties with their data.  An information age platform for 
the future — providing much-needed stability, scalability, security and 
functionality for the Federal space.  Efficacies of elections are improved as 
election integrity can be ensured, confidentiality of voters’ choices can be 
ensured, and the validity of the results can be safeguarded.  Every eligible 
individual should be able to actively participate in democracy by easily and safely 
voting when, how, and where they want. Democratic institutions generally 
subscribe to this philosophy; yet do little to implement it in practice.  Based on 
new technologies, you can request an absentee ballot, and in some jurisdictions 
actually complete it, right from your own mobile phone or secure web browser.  
Currently, most blockchain platforms are used in the financial applications, 



however more and more new applications for different fields start to appear. 
Applications that require high reliability and full elimination of data manipulation 
risks can use blockchain. In addition, blockchain is distributed, so it avoids the 
single point-of-failure situations.  Consequently, the challenges faced by military 
voters are immense. As America’s most mobile population, military voters are 
constantly on the go moving from one duty station to the next. If they have any 
hope of voting, military voters are required to navigate a confusing array of state 
absentee voting laws. In many cases, the request for an absentee ballot never 
comes or comes too late to vote.  We propose an evaluation and experimental 
study of a PKI blockchain voting system which could be recreated in context and 
verified indefinitely after the end of the election by validating the results and all 
signed vote transactions, which will suggest and confirm a proposed framework 
that provides more reliable and robust blockchain PKI systems for the US Military 
regarding electoral security. 
 

 
 
Introduction.  Obstacles to Internet voting range from the risk of hacking to 
political and policy considerations. Scientists, federal agencies, cybersecurity 
specialists, and certain organized activists in the U.S. have urged against 
exposing the ballots of the most powerful nation on Earth to the seemingly 
endless range of threats that lurk on today’s Internet. Election integrity advocates 
say that secure, tested, certified remote voting systems are not available. 
Cybersecurity specialists do not consider online ballot return systems secure, 
and no Internet voting systems have been certified at the time of this writing. 
Many election administrators have turned to email as a method for ballot trans- 
mission, although it does not provide the benefits that a secure, full-featured 
voting system would. Email is not secure, yet election administrators and voters 
regularly use it to transmit ballots because no viable alternatives are available.  
 
Many people believe that Internet voting will increase voter participation, help 
with voter decision-making and engagement, provide equal opportunity for voters 
with disabilities, and decrease election costs. Trustworthy democracy is a 
worthwhile goal, and we should strive to achieve it. The only responsible way to 
make progress is to continue peer-reviewed research and experimentation.   The 
development and deployment of a high-assurance distributed system of the scale 
and import of a public end-to-end verifiable election system has never been 
attempted, especially using a secure blockchain. 
 



Blockchain has the ability to store and manage digital certificates within a public 
and immutable ledger, resulting in a fully traceable history log. In this proposal 
we investigate multiple designs and developments of blockchain-based PKI 
management frameworks for issuing, validating and revoking X.509 certificates 
for Secure Online End-to-End Verifiable Blockchain Voting. Evaluation and 
experimental results would confirm that the proposed framework provides more 
reliable and robust PKI blockchain voting system could be recreated in context 
and verified indefinitely after the end of the election by validating the results and 
all signed vote transactions possible using a secure mobile device.  Furthermore, 
blockchain end-to-end verifiable voting means that every action that transpires, 
verified in real-time by the entirety of the network, is inviolable once the 
transaction that represents that action is written to the blockchain. Every action 
by a voter is fully visible to the voter and to every node at any time, maximizing 
visibility into an ongoing election without sacrificing the voter’s anonymity.  The 
project will show the means by which the new platform allows voters with 
accessibility considerations to use their mobile devices to independently receive 
election alerts, research candidates and issues, access their correct ballot styles, 
listen to the instructions and choices read aloud, mark their ballots on screen, 
sigh their completed ballot packages onscreen, and return their ballots 
electronically from their private email accounts to their election administrators, all 
without the assistance of other people. 

The project will focus on fully compliant policies such that thoughtful integration 
of mandates of the federal and recognized access standards including the ADA, 
HAVA, WCAG 2.0, the Rehabilitation Act and others.  Every eligible individual 
should be able to actively participate in democracy by easily and safely voting 
when, how, and where they want. Current democratic institutions (local, state and 
federal) generally subscribe to this philosophy; yet do little to implement it in 
practice.  An end-to-end verifiable voting system allows voters to: 1) check that 
the system recorded their votes correctly, 2) check that the system included their 
votes in the final tally, 3) and count the recorded votes and double-check the 
announced outcome of the election. It is not enough for election results to be 
correct. To be worthy of public trust, an election process must give voters and 
observers compelling evidence that allows them to check for themselves that the 
election result is correct and the election was conducted properly. Open public 
review of the entire election system and its operation, including all 
documentation, source code, and system logs, is a critical part of that evidence. 

Internet voting systems currently exist, but independent auditing has shown that 
these systems do not have the level of security and transparency needed for 
mainstream elections. Security experts advise that end-to-end verifiability—
lacking in current systems—is one of the critical features needed to guarantee 
the integrity, openness, and transparency of election systems.  

In this study project, we examine the future of voting and the possibility of 
conducting secure elections online.  



Objectives.  The objective of this technology/protocol is to help election 
management bodies introduce online voting with levels of security and safety that 
are superior to in-person, paper-based elections, with restored trust, increased 
access, voter verifiability, and better public transparency.  A case in point is for 
DHS and the DoD ensures that challenges faced by America’s most mobile 
population, military voters are constantly on the go moving from one duty station 
to the next. If they have any hope of voting, military voters are required to 
navigate a confusing array of state absentee voting laws.  While the military 
abroad have been subject to an incredibly logistically complicated process, with 
limited transparency, reliability, and access, that does not have to be the case.  
Therefore this platform should be compatible with any iOS and Android mobile 
device, easy-to-use absentee balloting app is the easiest and safest way to cast 
your absentee or remote ballot.   
 
By applying the pertinent properties of blockchains for online voting, the 
appropriate secure voting platform would cryptographically secure a protocol that 
is able to guarantee: 
 

• Independently Verified Results: In traditional paper ballot voting, the voter 
must trust the poll workers and local election officials to ensure that their 
vote is recorded. Blockchain networks allow for multiple nodes to 
independently ensure that the vote is recorded. 
 

• Vote Accuracy Immune from Compromise: In traditional paper ballot 
voting, the voter must trust the poll workers, and local election officials to 
ensure that their vote is not tampered with. Blockchain networks enforce 
immutability through the cryptographic integrity of Merkle trees and 
chained references. 

 
• Public End-To-End Verifiability: In traditional paper ballot voting, the voter 

has no means to verify that their vote is counted in the final tally. 
Blockchain allows voters, as well as independent auditors, to 
independently verify that their vote has been collected and will be included 
in the final tally. 

 
In the recent years blockchains have been evolved to allow the execution of 
arbitrary logic known as Smart Contracts. Conceptually the smart contract is an 
application that runs on the top of blockchain and uses the underlying ordering of 
transactions to keep consistency of smart contract execution results between 
peers. For example, Ethereum blockchain supports complex and stateful Turing-
complete language, like Solidity1, that can be used to program and define wide 
range of application scenarios.  
 



 
 

The link between a given certificate and the Root Certificate is known as a Chain 
of Trust. Importantly, chain of trust may include any number of sub-CA certificate 
between a given certificate and the Root-CA certificate. However, the X.509v3 
has an extension named Basic Constraints and this extension can limit the 
maximum depth of valid certificate chain (chain of trust).  Blockchain-based PKI 
framework supports the revocation of the certificate, which is a real issue in the 
traditional PKI systems. Moreover, as it is impossible to delete information from 
blockchain, only a parent CA can mark a certificate issued by him as revoked. 
Thus, any misbehavior of a CA regarding certificate revocation will be also traced 
and noticed by all other entities.  
 
Secure online voting for overseas citizens (military) eliminates the risk of: 
 

• lost or damaged mail, mail delays and disruptions such as postal service 
strikes 

• ballot cards sent to the wrong address or discarded because they were 
filled out incorrectly or ambiguously 

• hanging chads 
• fraudulent votes privacy risks. 

 
Law.  In the U.S., legislators must change the legal framework of elections in 
nearly every jurisdiction that wishes to use Internet voting. Historically, 
legislatures are comfortable with introducing Internet voting trials, particularly for 
UOCAVA voters. Providing technology that helps disabled voters is 
commonplace.  
 
However, legislatures often permit or mandate the use of new election 
technologies with little restriction on their form, substance, and impact. This 
creates serious problems. Legalizing Internet voting without mandating end-to- 
end verifiability, or permitting large-scale Internet voting without first evaluating 
the impact and success of this concept in polling places and in small-scale 
Internet voting trials, could have disastrous consequences.  
 
Based upon historical evidence, a gradual evolution of state and local election 
law—particularly facilitated by the local nature of elections—seems feasible in a 
5–10 year time frame.  



A subsequent research and development phase of this project should include 
concrete legal recommendations for state and local legislators. These 
recommendations must ensure that the legal framework for Internet voting 
deployment is rational, evidence-based, and legally mandates the requirements 
set forth in this report.  
 
Politics.  In the main, politicians and elected officials want to be perceived as 
forward thinking and modern. Thus, it is not uncommon for those running for 
office to support new election technologies such as Internet voting. On the other 
hand, political parties and powerful political special interest groups are motivated 
by other factors. The hypothetical implications of widespread trustworthy use of 
new electronic blockchain mobile application—particularly the possibility of 
increased broad-spectrum voter participation—are potentially at odds with the 
agendas of some political actors.  
 
The Trust Model.  Blockchain applications specifically address one of the most 
difficult factors challenging electoral integrity – the trust model. Blockchain 
ensures trust is distributed amongst a set of mutually distrustful parties, all of who 
are potentially adversarial, that participate in jointly managing and maintaining 
the cryptographically secure digital trail of the election. By distributing trust in this 
way, blockchains create a trustless environment whereby the amount of trust 
required from those participating in an election is minimized. 
 

 
 
One characteristic of the blockchain inertia is to bring online voting to the 
mainstream, especially for absentee voting and military oversees voting 
procedures. The technology behind elections is hard to get right. Elections 
require security. They also require transparency: anyone should be able to 
observe enough of the election process, from distribution of ballots, to the 
counting and canvassing of votes, to verify that the reported winners really won. 
But if people vote on mobile devices or votes that are tallied by computers, key 
steps of the election are not transparent and additional steps are needed to 
establish fair and transparent elections around the world with end-to-end 
verifiable blockchain voting technology.  
 



 
 
Blockchain voting allows for every participant in the network to verify every 
transaction written to the digital audit trail. This is advantageous in online voting 
systems as it means end-to-end verification of the election happens on a rolling, 
ongoing basis during the election process itself. While the use of blockchain in 
voting allows for ongoing verification of an in-process election, it also allows for a 
retrospective end-to-end verification of all election activities after the election has 
finished. Elections administered using a blockchain voting system could be 
recreated in context and verified indefinitely after the end of the election by 
validating the results and all signed vote transactions.   

The question we should be asking is "how can we ensure that election results are 
accurate when we cannot trust the computers used to run elections?" rather than 
"how do we make electronic voting secure?" Nothing is ever absolutely secure. 
But we can often make computers, systems, and processes "secure enough" for 
their tasks, provided we have an independent way to check the results. One 
technique is to produce a voter-verified paper trail, ensure that the paper trail is 
trustworthy, and manually audit the electronically tabulated results against the 
paper audit trail. Another technique called "end-to-end verifiability" allows 
individual voters to verify that their vote was recorded and counted correctly. 
Simply enabling everyone to examine the source is not sufficient, and could even 
give voters and election officials a belief that the system is secure when it is not. 

 

The project proposes and asserts that we need a blockchain voting solution that 
is architected to meet the performance needs of a mission critical election. We 
propose that this disruptive technology strives to meet the evolving needs of 
modern voters, especially in the military.  We suggest that over the long run, we 



seek to enable any authorized voter to participate in an election through their 
own digital device, all while guaranteeing the security and transparency of the 
electoral procedure.  To understand how our technique to blockchain voting 
succeeds where traditional systems have struggled or even failed, we have 
developed a template of characteristics that are necessary for election results to 
be trusted. A free and fair election must minimally satisfy the following 
requirements:  transparency, privacy, integrity, affordability, trust, and 
accessibility.   
 
Furthermore, blockchain voting means that every action that transpires, verified 
in real-time by the entirety of the network, is inviolable once the transaction that 
represents that action is written to the blockchain. Every action by a voter is fully 
visible to the voter and to every node at any time, maximizing visibility into an 
ongoing election without sacrificing the voter’s anonymity. 
 
The mission.  A voting platform solution needs to satisfy all of the requirements 
that we believe are necessary to ensure a free and fair election, including 
transparency, privacy, integrity, trust, affordability and accessibility.  An open-
source protocol that lays the technological foundation for verifiable elections, 
accessible elections, secure election, and transparent elections is what needs to 
be studied as well. 
 

 
 
 Blockchain is the key technology that unlocks this mission. Blockchain provides 
a trustless, digital and decentralized method of generating cryptographically 
secure records, which also preserve the anonymity of participants while 
remaining open to public inspection. Applied to voting, blockchain ensures that 
votes are recorded accurately, transparently, permanently and securely.   
It can be challenging to implement complex voting technology that serves an 
entire nation’s population. Furthermore, with a diverse array of laws, election 
rules and voting frameworks between local, state and federal,  
 
For example, millions of citizens are living, traveling, studying, working and 
serving overseas (classified under the Uniformed and Overseas Citizens 
Absentee Voting Act – UOCAVA Citizens). Their votes can be crucial in deciding 
an election outcome in their home country.  This might be a solid use-case for 
this study. 



 
The study will ascertain if the use of a custom solution offers a solution based on 
salient requirements or one that has been developed with an open-source core 
platform that will offer each voting administrator the ability to integrate this 
technology into its own electoral procedures.  This study should establish a 
solution that can enable secure and remote voting from digital devices, including 
personal computers and mobile phones. The ultimate goal is for voters (our use 
case could be the US Military) to be able to vote from anywhere using this 
technology, removing the need to physically travel to polling stations in order to 
participate in an election. A mobile app solution such as this better fits the 
lifestyle of modern mobile voters, who are presently required to use outdated 
voting techniques. Therefore, the importance of accessibility goes beyond simple 
convenience and creates new ways of ensuring election fairness. There have 
been numerous recorded incidents within the US in which valid voters have been 
prevented from participating in an election because of the actions of identity, 
fraud and third party intervention. The ability to vote from a personal device 
outside of an election facility can mitigate the impact these groups may have on 
an election. The central strength of any blockchain solution is cryptographic 
security. Maintaining the integrity of the elections that occur on any network or 
the Internet is of the utmost importance to this study, and the selection of this 
coordinated effort to find the appropriate technology(s) has been built to 
transparently ensure this. As a result, any third party at any point throughout the 
voting process cannot alter ballots and final election results. Blockchain, the 
technology we choose to study, is the key component of a solution architecture 
that protects against intervention from the local, state and federal government, 
institutions, third parties and others who may seek to subvert the election 
process.  
 
Technology.  This study will assess the various disruptive technologies that form 
a mobile voting platform.  The study should focus on a multi-layer architecture 
that is based on blockchain technology, which includes several innovations that 
have been developed by open-sourced vendors that provide a high level of 
immutability and decentralization of data. The system/platform should be 
architected which will provide high throughput capabilities and low overhead, 
which enables the platform to be run on low bandwidth devices.  It is our study 
assumption that these layers communicate with each other at various instances 
throughout the election process to provide a cryptographically secure voting 
environment with auditable proofs.  This blockchain network provides an 
immutable record of all data throughout the election process and acts as the 
central communication channel, memory and permanent data store of the 
system.  An idea comes to mind when studying the technology behind 
blockchains.  For instance, the blockchain itself (is the permissioned blockchain 
of the MilDep/DHS networks, which consists of write-permissioned nodes 
operated by the MilDep/DHS and recognized third-party witnesses (Consensus 
Nodes) as well as read-only nodes (Citizen Auditor Nodes) that can be operated 
by anyone in the world. This blockchain network provides an immutable record of 



all data throughout the election process and acts as the central communication 
channel, memory and permanent data store of the system.). Every election 
system must guarantee the privacy of its voters. For this study in particular, the 
system must ensure that votes cannot be linked to individual voters when votes 
are decrypted for tallying. In that respect, once the voting period ends, the 
network runs all ballots through a mixing network to anonymize the encrypted 
ballots cast on the permissioned blockchain.  
 

 
 
 
Making a case for PKI. The best solution for protecting encryption from our 
ever-growing processing power is integrating decentralization into Public Key 
Infrastructure. The purpose of this study is to analyze several important use 
cases based on blockchain, including: blockchain based PKI for security 
connection, blockchain as a service, interworking cross blockchain (exchange 
data and contracts cross chains). Through use case analysis, important 
scenarios and specific requirements will be discussed. Related solutions are also 
provided for easy understanding.  

The value of blockchain in building a system of trust and collaboration has been 
proved by the industry, and more and more enterprises and industries are 
applying the blockchain. However, not all enterprises are willing to establish and 
operate their own blockchain system. Therefore, providing blockchain as a 
service contributes to the rapid popularization of blockchain, especially for this 
study.  The study proposes a blockchain-as-a-service model. 

The main requirements for blockchain-as-a-service may include: 

• General proposed data format to support different applications, for 
storage/verification/resolve 

• Define flexible, extensible interfaces/APIs that is easy for programming 
• Enhanced performance for future proof 

It is significant to make a case for using current IETF specification profiles the 
format and semantics of certificates    and certificate revocation lists (CRLs) for 
the Internet PKI.  Users of the Internet PKI are people and processes that use 
client   software and are the subjects named in certificates.  These uses    include 



readers and writers of electronic mail, the clients for WWW    browsers, WWW 
servers, and the key manager for IPSec within a router.    This profile recognizes 
the limitations of the platforms these users employ and the limitations in 
sophistication and attentiveness of the    users themselves.  This manifests itself 
in minimal user   configuration responsibility (e.g., trusted CA keys, rules), explicit    
platform usage constraints within the certificate; certification path    constraints 
that shield the user from many malicious actions, and    applications that sensibly 
automate validation functions.  

What this means essentially, is that instead of keeping digital certificates in one 
centralized location, which makes them vulnerable to being hacked and 
tampered with, they would be spread out in a world-wide ledger, one 
fundamentally impervious to alteration. A hacker attempting to modify certificates 
would be unable to pull off such a fraud, as it would mean changing data stored 
on enumerable diversified blocks spread out across the cyber sphere. 

Decentralization has already been proven as a highly effective way of protecting 
recorded data from tampering. Similarly, using a blockchain-type system to 
replace the single entity Certificate Authority, can keep our digital certificates 
much safer. It is in fact one of the only foreseeable solutions to keep the quantum 
revolution from undermining the foundation of PKI. 

The study claims the key advantages of using blockchain based PKI includes: 

• High reliability and performance: each node holds a copy of consistent 
certificate data, supports multiple duplicates and parallel queries, and 
better data consistency. 

• Low cost: automatic operation of block chain system, low maintenance 
cost; no payment needed for self signed certificate. 

Design Methodology.  The design of blockchain-based PKI solution is based 
voting platform is based on hybrid X.509 certificates that is Verifiable, Accurate, 
Secure, and Transparent, as shown in figure below. A certificate contains certain 
information on PKI environment in the extension fields. The value of extension 
fields is as follow:  

• Subject Key identifier: holds the certificate’s owner identity.  

• Blockchain name: holds the name of the blockchain platform. Currently, most 
systems use Ethereum public blockchain but we envision covering more 
platforms.  

• CA key identifier: holds the smart contract address of the current CA, if this is 
CA certificate. For non-CA certificates this field is empty.  



• Issuer CA identifier: holds the address of the smart contract of the CA, which 
issued this certificate. It allows validator to find parent CA smart contract in the 
blockchain and check if the certificate with the corresponding hash was issued 
and was not revoked. For root certificates this field is empty.  

• Hashing algorithm: holds information regarding hashing algorithm, which used 
in calculation of the certificate’s hash loaded into blockchain.  

 

There are current PKI issues related to the study.  For instance, two approaches 
were proposed to solve SSL/TLS PKI issues in current literature: Log-based PKIs 
schema, and decentralized networks of peer-to-peer certification, known as Web 
of Trust (WoT). Log-based PKIs approach has been proposed as an emerging 
solution to the problem of misbehaving CAs. The idea behind is using highly-
available public log servers that monitor and publish the certificates issued by 
CAs. These public logs provide transparency by ensuring that only publicly-
logged certificates are accepted and trusted by end-customers. Hence, users 
and servers will detect any misbehavior by CAs. Google’s certificate 
Transparency (CT) is the most widely deployed log-based PKI, and it is currently 
available in both Chrome and Firefox. In parallel, many proposals intend to 
extend the features of Log-based PKI schema by support for revocation and error 
handling. Unfortunately, despite these benefits, log-based PKIs still have several 
challenges related for instance to certificate revocation such as the DoD OSCP 
primitives. 

Web of Trust (WoT) approach is entirely decentralized: users are able to 
designate others as trustworthy by signing their public key certificates. By doing 
so, a user accumulates a certificate containing his public key and digital 
signatures from entities that have deemed him trustworthy. The certificate is then 
trusted by a third party if it is possible to verify that the certificate contains the 
signature of someone she/he trusts. This system benefits from its distributed 
nature because it removes any central point of failure. However, it makes it 
difficult for new or remote users to join the network, since some existing member 
of WoT typically must meet with the new user in person to have her/his identity 
verified and public key signed for the first time. Also, unlike a CA-based 
approach, the WoT has no way to deal with key revocation. A user is limited to 
choosing another user to be her/his ”designated revoker” with the rights to revoke 
her/his certificate when the private key is lost or compromised. The current 
practical approaches depend on periodically pushing revocation lists to browsers. 



However, such method makes invalid certificates to be trusted until the browser’s 
revocation lists get the next push. Therefore, we propose to use the common 
standard DoD X.509v3 certificate with a minor addition to the extension fields 
with blockchain related information. Thus, the extended X.509 certificate can be 
validated by the classical DoD CA-based chain of trust or using blockchain- 
based PKI framework.  

 

Key Advantages of Blockchain-based PKI voting platform. A blockchain-
based PKI voting system has the following advantages over a traditional PKI. 
First, the validation of a certificate and its CA certificate chain is simple and fast. 
Second, blockchain- based PKI solves a longstanding problem of traditional PKIs 
by not requiring the use of a service that issues certificate revocation lists (CRLs) 
thanks to blockchain synchronization between network’s nodes where any 
modification to the state of a certificate will be instantaneously notified to the all 
nodes.  

Another important aspect in the context of Internet security is that the blockchain-
based PKI provides flexible protection against the man-in-the-middle (MITM) 
attacks. Traditionally, MITM is considered as a major security risk implying 
attacker to hijack a browser’s connection for a given websites by presenting a 
valid certificate (i.e., forged public-key) for that domain. For users and web 
browsers it is difficult to identify the replacement of certificate in case the related 
CA has been hacked by the attacker. Blockchain-based PKI approach makes 
MITM attacks virtually impossible as when a CA publishes or revokes the public 
key of a website/domain on the blockchain, the information will be distributed 
across thousand nodes, so tampering the public-key will be (theoretically) out of 
the question. Traditional PKI resolves MITM risks by embedding Root CA 
certificates into browser installations, thus artificially expanding CA entrance 
barriers and increasing the time necessary for Root CA certificate revocation.  

The access rights to modify certificate authority data is based on user accounts 
system of the blockchain platform, the lost password results in irrevocably lost 
access to the account. Some solution of the troubles of CA loosing its blockchain 
access password could be the arranging empty smart contract and copying all 
the data from the old smart contract to the new one, as theoretically speaking 
any smart contract is always available for reading to anyone. Obviously, the 



establishment of the new CA smart contract could result in reissue of CA 
certificate (at least in our current implementation), as CA certificates may contain 
the reference to the corresponding smart contract.  

 

Current literature claims that a decentralized software update framework that 
eliminates single points of failure, enforces transparency, and provides efficient 
verifiability of integrity and authenticity for software-release processes. 
Independent witness servers collectively verify conformance of software updates 
to release policies, build verifiers validate the source-to-binary correspondence, 
and a tamper-proof release log stores collectively signed updates, thus ensuring 
that no release is accepted by clients before being widely disclosed and 
validated. 

For example, the scalability of distributed ledgers (DLs), both in total transaction 
volume and the number of independent participants involved in processing them, 
is a major challenge to their mainstream adoption, especially when weighted 
against security and decentralization challenges.   Most existing distributed 
ledgers are unable to “scale-out” – growing total processing capacity with number 
of participants – and those that do compromise security or 
decentralization.  Distributed ledgers derive current system state from 
a blockchain, or a sequence of totally-ordered blocks containing transactions. 

 

The fundamental strength of any blockchain solution is cryptographic security.  
Pertinent examples suggest that Skipchains enable software clients to efficiently 
navigate arbitrarily long blockchain timelines both forward and backward, 
providing proof of transaction validity without the need for a full record of the 
blockchain. Back-pointers in Skipchains are cryptographic hashes, while for- 
ward-pointers are collective signatures by a group of witnesses. Skipchains are a 



useful cryptographic blockchain structure loosely inspired by skip lists. The 
fundamental concept of a skip list is to augment a conventional singly linked or 
doubly linked list with additional long-distance links, which are structurally 
redundant but allow much more efficient traversal and search across arbitrary 
distances along the timeline in a logarithmic, rather than linear, number of 
steps.   In this way, our software can validate a referenced block by using 
cryptographically validated markers that represent a large group of adjacent 
blocks. The end result is that even resource-constrained clients, such as those 
on mobile phones, can obtain and efficiently validate binary updates using a 
hard-coded initial software version as a trust anchor. Blockchain is not a 
panacea, however, with encryption that exceeds most governments and financial 
institutions, the study will provide a suitable blockchain-enabled online voting 
system that distributes recorded ballots on a ledger distributed across DoD 
networks and the Internet of trusted voting authority partners. The 
implementation of this blockchain voting framework will afford a level of data 
consistency and security many orders of magnitude superior to ordinary data 
storage and retrieval solutions and beyond the standards widely held today. 

Integrity and authenticity are essential.   Having proper protection for signing 
keys to defend against such single points of failure is therefore a top priority. 
Second, the lack of transparency mechanisms in the current infrastructure of 
software distribution leaves room for equivocation and stealthy back-dooring of 
updates by compromised, coerced, or malicious software vendors and 
distributors.   

The study security goals are as follows: 

1. No single point of failure: The software-update system should retain its 
security guarantees in case any single one of its components fails (or gets 
compromised), whether it is a device or a human. 

2. Source-to-binary affirmation: The software-update system should provide a 
high assurance-level to its clients that the deployed binaries have been built from 
trustworthy and untampered source code. 

3. Efficient release-search and verifiability: The software-update system should 
provide means to its clients to find software release (the latest or older ones) and 
verify its validity in an efficient manner. 

4. Linear immutable public release history: The software-update system should 
provide a globally consistent tamper-evident public log where each software 
release corresponds to a unique log entry that, once created, cannot be modified 
or deleted. 



5. Evolution of signing keys: The software-update system should enable the 
rotation of authoritative keys, even when a (non-majority) subset of the keys is 
compromised. 

6. Timeliness of updates: Clients should be able to verify that the software indeed 
corresponds to the latest one available. 

System Model. Developers write the source code of a software project and are 
responsible for approving and announcing new project releases. Each release 
includes source code, binaries (potentially, for multiple target architectures), and 
metadata such as release description. A snapshot refers to a set of releases of 
different software projects at a certain point in time. Projects can have single or 
multiple packages. Witnesses are servers that can validate and attest 
statements. They are chosen by the developers and should be operated ideally 
by both developers and independent trusted third parties. Witnesses are trusted 
as a group but not individually. Build verifiers are a subset of the witnesses who 
execute, in addition to their regular witness tasks; reproducible building of new 
software releases and compares them to the release binaries. Witnesses and 
build verifiers jointly form an update cothority (collective authority). The update 
timeline refers to a public log that keeps track of the authoritative signing keys, as 
well as the software releases. Users are clients of the system; they receive 
software releases through a (untrusted) software-update center. 

 

An attack on the system is successful if an attacker manages to accomplish at 
least one of the following: 

• Make developers sign the source code that they do not approve. 
• Substitute a release binary with its tampered version such that the update 

cothority signs it. 
• Trick the update cothority into signing a release that is not approved by 

the developers. 
• Create a valid fork of the public release history or modify/revoke its 

entries; or present different users with different views of the history. 
• Trick an outdated client into accepting a bogus public key as a new 

signing key of the update cothority. 



• Get a client to load and run a release binary that is not approved by the 
developers or validated by the update cothority. 

Specific protocols for the system model. How does a “light” (low-power, 
mobile device) client securely confirm a thing is on the blockchain? Software-
update mechanisms are critical to the security of modern systems, but their 
typically centralized design presents a lucrative and frequently attacked target. 
O(log N) skipchains are authenticated data structures that combine ideas from 
blockchains and skiplists. This confirms a cryptographically traversable 
blockchain with forward pointers that include signing-key-group deltas.  Therefore 
you have Backward and Forward Verifiability of the Blockchain. Skipchains 
enable clients (1) to securely traverse the timeline in both forward and backward 
directions and (2) to efficiently traverse short or long distances by employing 
multi-hop links. Backward links are cryptographic hashes of past blocks, as in 
regular blockchains. Forward links are cryptographic signatures of future blocks, 
which are added retroactively when the target block appears. 
 
Each time a consensus group signs a forward link at one level, all consensus 
group members derive new key pairs for the next level and include the next-level 
public keys in the metadata for the forward link currently being signed. Once the 
collective signature at this level is formed, all honest consensus group members 
securely erase their private keys at this level and retain only the private keys for 
the next level. In this way, a powerful attacker who can compromise a threshold 
number of private keys over a long time period obtains only the ability to forge 
comparably long-distance forward links. All shorter-distance forward links remain 
secure and unforgeable. Such an attacker then can only compromise devices 
that sync with the blockchain extremely rarely. Devices that sync more regularly, 
either by going online or via peer-to-peer updates, remain immune to such an 
attacker because they only ever follow shorter-distance forward links. 

We distinguish randomized and deterministic skipchains, which differ in the way 
the lengths of multi-hop links are determined. The link length is tied to the height 
parameter of a block that is computed during block creation, either randomly in 
randomized skipchains or via a fixed formula in deterministic skipchains. In both 
approaches, skipchains enable logarithmic-cost timeline traversal, both forward 
and backward. 

 

First, skipchains enable clients to securely and efficiently traverse arbitrarily long 
timelines, both forward and backward from any reference point. If the client has 



the correct hash of an existing block and wants to obtain a future or past block in 
the timeline from an untrusted source (such as a software update server or a 
nearby peer), to cryptographically validate the target block (and all links leading 
to it), the client needs to download only a logarithmic number of additional, 
intermediate blocks. 

Secondly, suppose two resource-constrained clients have two reference points 
on a skipchain, but have no access to a database containing the full 
skipchain, e.g., clients exchanging peer-to-peer software updates while 
disconnected from any central update server. Provided these clients have 
cached a logarithmic number of additional blocks with their respective reference 
points – specifically the reference points’ next and prior blocks at each level – 
then the two clients have all the information they need to cryptographically 
validate each others’ reference points. For software updates, forward validation is 
important when an out-of-date client obtains a newer up- date from a peer. 
Reverse validation (via hashes) is useful for secure version rollback, or in other 
applications, such as efficiently verifying a historical payment on a skipchain for a 
cryptocurrency. 

Each block in the Skipchain consists of the following data elements: 

• Root hash of the Merkle tree containing all transactions in the current 
block; 

• Root hash of the Merkle tree representing the entire Skipchain’s current 
state; 

• Hash of the current block, which acts as a unique identifier for the current 
block; 

• Hash backward link pointing to the previous block; 
• List of forward and backward links pointing to different blocks in the 

Skipchain for quick navigation within the chain; 
• List of Cothority nodes responsible for handling that block. 

One major innovation of this technology is that it allows participants to store and 
transfer data across the Internet without the need for a centralized third party. 
Data stored on a decentralized blockchain is immutable to changes, making the 
blockchain a trustworthy source of data. 

 

Ethereum.  A possible an open source, blockchain-based distributed computing 
platform and operating system featuring smart contract (scripting) functionality 



that can add value to the proposed study is Ethereum. The entire ecosystem of 
Ethereum works on the basis of smart contracts. For the uninitiated, smart 
contracts are basically how things get done in the Ethereum eco-system. To put 
it in layman terms, smart contracts are automated contracts that enforce and 
facilitate the terms of the contract itself. Ethereum might not be a good idea but I 
like it.  Ethereum has made a spectacular comeback from an absolute disaster, 
and it looks like it’s going fulfill all the expectations that people had had in it when 
it started. More than anything, the true power of Ethereum lies in its full scope. It 
is not just a currency; it is a platform on which people can build projects that will 
dictate the future. If decentralization is indeed the future, then Ethereum is going 
to be in the front and center of it. 
  
Pros 

• Is growing at an exponential pace. 
• Has the majority of the original big dogs who have created Ethereum in its 

corner. 
• Has reversed the DAO hack and given back the stolen money to its 

rightful owners (the DAO token holders). 
• Is being constantly updated with the latest changes. 
• Has a higher hash-rate than ETC. 
• A powerful example of what the Ethereum community is capable of when 

it comes together to solve a problem. 
• ETH is backed by a powerful group of over 200 corporations called the 

Enterprise Ethereum Alliance (EEA), which aims to use the blockchain 
technology to run smart contracts at Fortune 500 companies. Members 
include: Microsoft, JP Morgan, Toyota, ING, etc. 

Cons 

• Goes against the policy of immutability. 
 
An open source programming language the study proposes to look into is Vyper. 
It is a general-purpose, experimental programming language that compiles down 
to EVM (Ethereum Virtual Machine) bytecode, as does Solidity. However, Vyper 
is designed to massively simplify the process in order to create easier-to-
understand Smart Contracts that are more transparent for all parties involved, 
and have fewer points of entry for an attack. Then you need some sort of a 
decentralized release-approval.   

The first step towards this kind of architecture involves enlarging the trust base 
that approves software releases. Instead of using a single (shared) key to sign 
updates, each software developer signs using their individual keys. At the 
beginning of a project, the developers collect all their public keys in a policy file, 
together with a threshold value that specifies the minimal number of valid 



developer signatures required to make a release valid. Complying with our threat 
model, we assume that this policy file, as a trust anchor, is obtained securely by 
users at the initial acquisition of the software, e.g., it can reside on a project’s 
website as often is the case with a single signing key in the current software 
model. 

Upon the announcement of a software release, which can be done by a subset or 
all developers depending on the project structure, all the developers check the 
source code and, if they approve, they sign the hash of it with their individual 
keys, e.g., using PGP (message format) and forward secrecy, and they add the 
signatures to an append-only list. Signing source code, instead of binaries, 
ensures that developers can realistically verify (human-readable) code.  The 
study will claim that forward secrecy get baked into the protocol. 

 

The combination of the source code and the signature list is then pushed to the 
software-update center from where a user can download it. For simplicity, we first 
assume that the update center is trusted, later relaxing this assumption. When a 
user receives an update, she verifies that a threshold of the developers’ 
signatures is valid, as specified in the policy file already stored on user’s 
machine. If so, the user builds the binary from the obtained source code and 
installs it. An attacker trying to forge a valid software-release needs to control the 
threshold of the developers’ keys, which is presumably harder than gaining 
control over any single signing key. 

Digital identities.  A challenge in any election event revolves around the 
validation of voter identities and voting eligibility. Even in traditional paper-based 
voting systems, it can be difficult to identify that voters are who they claim to be. 
For example, some ineligible voters have been allowed to cast votes remotely by 
registering under the names of deceased individuals. In the digital context, the 
verification of a voter is fundamentally more challenging due to ongoing 
limitations around securely binding physical and digital identities.  Having voter 
identities dispensed and revoked by central authorities puts voters back at the 
mercy of a few administrators who can decide which votes count. The role of 
validators, meanwhile, is reduced to auditing for fraudulent votes, which can be 
achieved far more simply. 
  



More specific issues are the variants of security using credentials.  The DoD 
uses the CAC.  But the CAC is going to be replaced.  The study will suggest a 
set of smart security features: 
 

• Use of the latest cryptography to secure the data 
• COTS developed end-to-end applications 
• Biometric data for secure identification 
• Highest level of privacy and security 
• Confidential communication by contact or contactless, or both (dual 

interface) 
  

A set of secure application features: 
 

• Secure data storage, identification, authentication and digital signature 
• Protection by PIN or biometric authentication 
• Multi-usage of electronic cards for identification, travel, payment and much 

more 
• Automated verification  

Current findings in various platforms suggest that there are three groups of 
security features that can be implemented:  

1. Security Features that are difficult to copy 

• Security printing 
• Optically variable features 
• Non-printed security - elements such as holograms and surface 

structures  

2. Security Features that are difficult to produce 

• Security printing 
• Optical effects 
• Surface structures  

3. Technologies/materials that are difficult to come by 

• Certain printing technologies 
• Security paper 
• Special holograms 
• Special high-security inks 

The DoD, NIST and NSA verify that digital security is the 5th level the study 
needs to mention. It's a dimension unseen by the naked eye but real.  Think 
about this for a moment. Electronic identity documents such as national ID cards 



or ePassports equipped with a microprocessor and secure applications offer an 
additional dimension of security to the physical features. Why? 

 

Because secured digital data is virtually impossible to alter and allows reliable 
automated verification and easy machine readability.  Our current election 
infrastructure does not earn the trust of those using it, rather, it demands it 
without offering the verifiable proof that a voter’s vote was cast and counted as 
intended. Voters must be provided sufficiently convincing evidence that election 
integrity has not been compromised. CABIS offers a wide array of features and 
functions for processing tenprints, palm prints, finger latents, palm latents, faces, 
and irises. As one of the most accurate systems in the world, CABIS ensures 
service resiliency while providing information safety through the use of built-in 
safeguards such as fault tolerant architecture, disk mirroring, automated 
database backups, and high availability options. 

• Accuracy: Superior algorithms and comprehensive set of powerful tools 
that analyze and enhance the quality of prints increasing the probability of 
a hit.  

• Speed: While transactions are processed in the background, users can 
concurrently perform multiple tasks swiftly and precisely.  

• Flexibility: Operates in a multitasking environment and is built for 
expansion as demands and upgrade requirements arise.  

• Scalability: Manages cost effective growth in response to increasing 
customer demands.  

• Interoperability: Non-proprietary NIST record formats are used in database 
storage. As a result, the system can be interfaced with external ABIS 
systems, criminal history systems, Livescans, mobile devices, web-based 
solutions, as well as other information systems. 

As we replace the CAC, we can look into the secure national polycarbonate e-ID 
card includes an embedded PKI blockchain application, which enables online 
authentication and digital signature with electronic certificates. The Java-based 
technology offers multi-application capabilities. A contactless chip in the card 
allows for special functions such as a fingerprint check and can be utilized when 
traveling.  We believe, been asking the right questions: 
 

• Why can’t voter registration be seamless? Identification and authentication 



• Why should voting be linked to polling places? People are mobile. They 
should be able to vote anywhere   

• Why do they have to require that older or disabled people be wheeled into 
a polling place?  

• Why can’t they vote at home? 
 
Key management.  Cryptography like mathematics starts off with assumptions 
(axioms) and from those assumptions derives conclusions.  Unlike traditional 
approaches that depend on asymmetric key cryptography, a secure key 
management solution should use only hash-function cryptography, allowing 
verification to rely only on the security of hash-functions and the availability of the 
history of cryptologically linked root hashes (the secure voting PKI blockchain).  
Therefore, that is, the study proposes to redefine the word “blockchain” to mean 
“Merkle tree” but only for crypto key management purposes.  Through the 
properties of verifiable authenticity, identity of the client, and non-global 
positioning system-based non-spoofable time; the study will provide a better 
alternative to conventional key management systems with provenance, integrity 
and identity associated with digital assets. This implementation consumes far 
less storage and bandwidth than widely proliferated blockchain technology and 
can provide the above defined attributes for thousands of files a second scalable 
to billions.  Authentication mechanisms can no longer be based on simply stored 
secret data or PKI as the secret keys could get stolen or leaked. This issue can 
be addressed by using the physical properties of a device (the device fingerprint) 
as the unique secret keys for authentication purposes. 

 

 
 
For example, the study proposes to glean from new advances in physical 
properties, which are unpredictable and unclonable due to un-controllable 
process variations during manufacturing. The most secure, robust and deployed 
PUF is the SRAM PUF. Hence, SRAM PUF based IDs are unique per device and 
can be used for authentication in addition to aiding the creation of unique 
cryptographic keys.  Physical Unclonable Functions or (PUFs) use device unique 
random patterns to differentiate chips from each other. PUFs, and SRAM PUFs 
in particular, are designed to be impossible to duplicate, clone or predict. This 
makes them very suitable for applications such as secure key generation and 
storage, device authentication, flexible key provisioning and chip asset 
management. PUFs are actively stimulated and executed to exploit the random- 
ness in their behavior. A good way to look at a PUF is as a device fingerprint.  



The noisy behavior of this device fingerprint is also utilized to the advantage of 
the system. The noise entropy is harvested to create strong, independent 
random numbers with high entropy. Strong independent random number 
generators are needed in all kinds of cryptographic protocols and are often the 
weakest link in a cryptographic implementation.  
 

 
 
The matter of key protection and key governance in blockchain is a crucial yet 
mostly unresolved obstacle.  This proposal presents the basic research 
challenges that need to be accomplished to adapt traditional PKI technologies to 
blockchains, simplifying both identity management and key management for 
individuals and institutions while at the same time enhancing both security and 
privacy. One example claims in a keyless signature system, the functions of 
signer identification — and of evidence integrity protection — are separated and 
delegated to cryptographic tools suitable for those functions. For example, signer 
identification may still be done by using asymmetric cryptography but the integrity 
of the signature is protected by using keyless cryptography — the so-called one-
way collision-free hash functions, which are public standard transformations that 
do not involve any secret keys.  The main goal of digital time stamping is to prove 
that electronic data-items were created or registered at a certain time. A simple 
method is to use a trusted service (with a precise clock) that provides data items 
with current time value and digitally signs them. The assumption of 
unconditionally trusted service hides a risk of possible collusions that may not be 
acceptable in applications. The risks are especially high in centralized 
applications like electronic patent- or tax filing as well as in electronic voting, 
where the possible collusions are related to direct monetary (or even political) 
interests.  
 

 
 
 
 
Overarching vulnerabilities in current classical crypto systems.  Most 
current web authentication solutions use a login form, which sends the username 



and password to the server as a HTTP request. In most cases, the password is 
sent in plain text; sometimes, this plain text password is sent through an SSL 
connection. On the server, the password is hashed and compared to a stored 
hash.  Another vulnerability of the classical scheme is replay attacks, where an 
eavesdropper captures valid authentication credentials over a network and 
replays them to the server at a later time to gain access.  
 
Most systems also use a process called salting in which random bits are added 
to the end of the password before it is hashed to prevent attacks through pre-
computed hash tables. There are several major attack vectors for this current 
system.  The first major vector is brute-force hash cracking. In this attack, the 
adversary has gained access to the hash of the password, usually by 
compromising the server storing the password hashes. Once the adversary has 
access to the password hashes, he hashes many common passwords to see 
which hash matches and thus determines the original plaintext password. A user 
can protect against this attack by choosing a password that is difficult to guess, 
and the server can protect against attacks.  A second possible attack is wire 
sniffing, where a malicious entity listens in on the client’s connection to the server 
and reads the password that’s sent over the network. Most large sites use SSL 
for authentication, which encrypts this connection and makes it more difficult for 
listeners to read any data; however, some still do not.  Finally, the server itself 
could behave maliciously. Since passwords are almost always sent to the server 
without hashing, the server can see all passwords in plaintext.  
 
In order to ameliorate these threats, the study proposes and suggests that a 
randomized authentication system based on canonical interactive proof protocol 
called ‘zero knowledge proof’ to be studied and validated as a possible 
application to authentication and identity. This system never transmits 
information that can be used to easily recover a user’s password; furthermore, 
each login attempt will be different, resulting in a system that is, overall, more 
secure.  Hopefully, the conclusion is that simplicity and ease of use for the client 
demonstrate that, with appropriate setup, a zero knowledge authentication 
protocol can be feasibly implemented for websites without detriment to the user 
experience.  The results would include adding a random salt to the server side 
public key storage, investigating the existing libraries for JavaScript cryptography 
and big numbers for correctness, integrity, and security of cryptographic 
functions.  
 
Based on the above assumptions, the study proposes a new authentication and 
identity protocol approach called “Zero Knowledge Proof” by which if one could 
come up with a computer program (for the Verifier) that extracts useful 
information after participating in a run of the protocol, then it would be possible to 
use a ‘time machine’ on that program in order to make it extract the same 
amount of useful information from a ‘fake’ run of the protocol where the Prover 
doesn’t put in any information to begin with.  A Zero Knowledge Proof has an 
interaction between two computer programs (or Turing machines) — respectively 



called a Prover and a Verifier — where the Prover works to convince the Verifier 
that some mathematical statement is true.   
 
In the course of the study discussion, one can describe three critical properties 
that any zero knowledge proof must satisfy: 
 

• Completeness: If the Prover is honest, then she will eventually convince 
the Verifier. 

• Soundness: The Prover can only convince the Verifier if the statement is 
true. 

• Zero-knowledge(ness): The Verifier learns no information beyond the fact 
that the statement is true. 
 

The real challenge for this concept turns out to be finding a way to formally define 
the last property. How does the assumption state that a Verifier 
learns nothing beyond the truth of a statement?  The study would verify that the 
Zero-knowledge protocols enable the transfer of assets across a distributed, 
peer-to-peer blockchain network with complete privacy. In regular blockchain 
transactions, when an asset is sent from one party to another, the details of that 
transaction are visible to every other party in the network.  By contrast, in a zero 
knowledge transaction, the others only know that a valid transaction has taken 
place, but nothing about the sender, recipient, asset class and quantity. The 
identity and amount being spent can remain hidden, and problems such as “front-
running” can be avoided. 
 
The study is not necessarily concerned about digital signatures in the classical 
sense, however. The concern was with identification. Specifically, the assumption 
imagines that Alice has published her public key to the world, and later on wants 
to prove that she knows the secret key corresponding to that public key. This is 
the exact problem in real-world protocols such as public-key SSH, so it turns out 
to be a well-motivated study prospect. 
 
The identification protocol begins with the assumption that the public key would 
be of a very specific format. Specifically, let p be some prime number, and let g 
be a generator of a cyclic group of prime-order q. To generate a keypair, Alice 
would first pick a random integer a between 1 and q, and then compute the 
keypair as: 

,  
  
Alice keeps her secret key to herself, but she’s free to publish her public key to 
the world. Later on, when she wants to prove knowledge of her secret key, she 
conducts the following simple interactive protocol with Bob: 

 



 
 
First, the assumption should ask if the protocol is complete. This is the easiest 
property to verify: if Alice performs the protocol honestly, should Bob be satisfied 
at the end of it? In this case, completeness is pretty easy to see just by doing a 
bit of substitution: 

 
 
An example of this concept is to prove knowledge of a secret  for some public 
key — but we don’t actually know the value . Our study Simulator 
assumes that the Verifier will choose some value  as its challenge, and 
moreover, it knows that the honest Verifier will choose the value  only based on 
its random number generator — and not based on any inputs the Prover has 
provided: 
 

• First, output some initial  as the Prover’s first message, and find out 
what challenge  the Verifier chooses. 

• Rewind the Verifier, and pick a random integer  in the 
range . 

• Compute  and output  as the Prover’s new initial 
message. 

• When the Verifier challenges on  again, output . 
 
Notice that the transcript  will verify correctly as a perfectly valid, well-
distributed proof of knowledge of the value . The Verifier will accept this output 
as a valid proof of knowledge of , even though the proposed study Simulator 
does not know  in the first place. 
 
What this proves is that if we can rewind a Verifier, then one can always trick the 
Verifier into believing there is knowledge of a value, even when we don’t. And 
since the statistical distribution of our protocol is identical to the real protocol, this 
means that our protocol must be zero knowledge — against an honest Verifier. 
 



 
 
Zero-knowledge in this case means that no one besides you has the keys to your 
data, not even the service you’re storing your files with. Also known as private 
encryption, it is the ultimate way in which you can keep your data private, though 
it does come with a few downsides: most important of these is that if you lose 
your password, it is gone forever.  It allows a party to prove that he/she knows 
something (i.e. credential), without having to send over the value of the 
credential. In this implementation, it will be used to prove the password of the 
user without sending over the actual password. The system also allows for no 
password hashes to be stored on the server.  For example, a server running a 
zero knowledge web authentication system would provide additional resilience 
against an adversary listening in on server-client messages. Furthermore, the 
probabilistic nature of zero knowledge proofs is not an issue; in particular, even 
current client-authentication schemes are not perfectly error-free, as the 
adversary can simply guess the right password by chance.  This difference 
between zero knowledge proofs and traditional interactive proofs mirrors the 
difference between zero knowledge authentication and current login systems. A 
zero knowledge authentication scheme would encode the user’s identity (e.g. 
username and password) as a hard problem, and use an interactive zero 
knowledge proof model to authenticate.  
 
Software Engineering.  The engineering of any software system can be roughly 
divided into four stages: specification, implementation, verification/validation, and 
maintenance. These stages are not mutually exclusive; for example, a 
specification can be refined during implementation and verification/validation can 
occur continuously during implementation and maintenance.  
 
Specification is the most important stage, particularly when building critical 
systems: it informs the entire development process by determining what must be 
built and what it must, and must not, do. Even if a system works perfectly, it is 
impossible to provide convincing evidence of its correctness without using and 
consistently maintaining a high-quality, accurate specification throughout the 
development process. Such evidence is essential for critical systems to which we 
entrust our lives, money, or votes.  



Implementation is the transformation, either automatic or manual (typically some 
of each), of a system’s specification into executable code. The quality of an 
implementation is heavily influenced by choices of programming languages, 
coding conventions, and supporting tools, some of which are driven by choices 
made during specification.  
 
Verification and validation are closely related, but independent, procedures. 
Verification is an evaluation of whether the implementation is a correct realization 
of its specification, while validation is an evaluation of whether the 
implementation is satisfactory to external stakeholders. Verification and validation 
are typically carried out continuously and automatically during the development 
process, using a variety of tools and techniques; the results of verification and 
validation are the primary sources of evidence for the implementation’s 
correctness. 
 
Maintenance includes tracking and fixing defects discovered in the 
implementation, modifying the specification and implementation as required by 
technical issues or feedback from external stakeholders, and adapting the 
implementation to new hardware and software platforms and new deployment 
environments. Maintenance is closely linked with verification and validation, since 
new evidence of the system’s correctness must be provided when changes are 
made to either its specification or its implementation.  
 
Testing.  Software testing practices are a key component of any software 
engineering methodology. Even when parts of a system are formally verified, 
testing can provide additional assurance that the system satisfies its 
requirements, behaves as expected for particular inputs, works correctly in 
diverse environments, and has sufficient performance.  
 
Testing serves the key functions of uncovering flaws quickly and ensuring that 
previously fixed flaws do not recur in later software versions. It is impossible for 
testing to reveal all possible flaws in any realistic program—the number of 
possible inputs for any such system is so large that an exhaustive test would 
effectively run forever—but tests that successfully reveal and prevent 
recurrences of some flaws provide some evidence for a system’s correctness.  
 
Verification and testing should not be viewed as opposing alternatives, but rather 
as complementary techniques that together provide assurance in the developed 
software. It is not feasible to exhaustively test every possible input and every 
possible path through any non-trivial program, while verification offers 
guarantees over all possible inputs. However, verification usually cannot scale to 
provide those guarantees for entire systems; verification tools must sometimes 
make simplifying assumptions about the environment in which software runs or 
reason about a simplified model of the actual system. Since testing can exercise 
the real system in a real environment, it can uncover flaws that are beyond the 
scope or capability of verification. 



  
Different testing practices provide complementary types of assurance; no single 
testing practice is sufficient. Instead, multiple types of testing should be used in 
combination on every project.  
 
Configuration Management.  Complex software systems may depend on many 
components outside their own implementations, including database servers, 
application servers, web servers, authentication systems, etc. They may also 
need to run on several different target platforms with different operating systems 
and capabilities, or on multiple commercial cloud infrastructures with different 
deployment and management processes.  
 
Implementation Language.  The choice of implementation language is clearly 
important, and there are many possible choices; hundreds (possibly thousands) 
of programming languages exist and dozens of those are actually viable, with 
widespread adoption, tool support, and support communities. In most cases, 
language choice determines programming style: for example, Eiffel imposes an 
pure object-oriented style while Haskell imposes a pure functional style. 
Language choice also determines the set of existing functionality, in the form of 
standard libraries accompanying the language or well-established external 
libraries available for use with the language, on which developers can rely while 
building the implementation.  
 
Implementation languages are distinguished by different styles, different methods 
for error handling, different security guarantees, and different ways in which 
programmers can make mistakes (both minor and catastrophic). For rigorous 
software engineering, we generally recommend languages with strong type 
systems that actively prevent programmers from making any of a large class of 
errors. We also recommend languages that automatically handle memory 
allocation and deallocation, which prevents another large class of errors and 
many potential security issues. Finally, we recommend languages that either 
have good specification and verification tool support or are designed explicitly for 
the implementation of high-assurance software. It is certainly possible to 
implement reliable software in languages that do not have all these features—for 
example, code can be written in a safe subset of C, specified with ACSL, and 
verified with various tools—but it is significantly more difficult to do so.  
 
Roots of Trust.  As previously mentioned, all computing systems have multiple 
layers of abstraction; the lowest layer is the hardware on which the system runs, 
followed by the firmware, the operating system (which may itself have multiple 
layers), and finally the application software. In general, higher layers of the 
system must trust that lower layers are not malicious and are performing 
according to their specifications. The roots of trust in a computing system, also 
the hardware and software components of the system that are inherently trusted.  
 



For example, in current general-purpose computers, the boot firmware—the first 
code that executes when the machine is powered on—is a root of trust. If the 
boot firmware is secure, the system can use it to “bootstrap” a chain of trust; for 
example, the system can use trusted cryptographic functions to verify the 
integrity of software modules before loading them, and the loaded modules can 
then be trusted to perform other functions. However, if the boot firmware is 
compromised in some way, it can inject malicious code into any software that it 
loads, and as a result none of the system can be trusted. It is therefore critical to 
ensure that the boot firmware, and any other roots of trust in a system, is 
protected from tampering.  
 
Currently, the only available way to ensure the integrity of a system’s roots of 
trust is by using a piece of dedicated hardware called a Trusted Platform Module 
(TPM). A TPM can check the integrity of the device’s boot firmware before 
allowing it to run, and can also provide secure storage for encryption keys to 
protect the contents of a machine’s disk and authenticate authorized users 
before allowing the machine to boot. By design, the integrity of a TPM can only 
be compromised by a direct attack on its hardware such as physical delamination 
of the TPM chip or direct measurement of its radiation output. Thus, if the 
hardware has not been physically tampered with, the TPM and the functionality 
embedded within it can be considered secure and used to bootstrap trust at 
higher levels of abstraction.  
 
TPM functionality is embedded into many of today’s computing systems. 
However, the availability of TPM functionality is not enough; the layers of 
software above a TPM must use it properly in order to provide any assurance. 
Therefore, when building an PKI Blockchain voting system, it is essential that the 
roots of trust of the system be explicitly enumerated and that the chain of trust for 
each originates in secure hardware.  
 
Post Quantum Era.  The study proposes the implications of the post-quantum 
computing world. Most worry about the people and organizations that rely on 
cryptographic codes to protect sensitive information. When the first decent-sized 
quantum computer is switched on, previously secure codes such as the 
commonly used RSA algorithm will become instantly breakable; hence a 
blockchain PKI system.  First, let’s a make a distinction between symmetric and 
asymmetric codes. Symmetric codes use identical keys for encrypting and 
decrypting a message. Quantum computers can dramatically speed up an attack 
against these kinds of codes. However, symmetric codes have some protection. 
Doubling the size of the key counteracts this speed up. So it is possible for code 
makers to stay ahead of the breakers, at least in theory.   
 
Asymmetric codes use different keys for encrypting and decrypting messages. In 
so-called public key encryption systems such as the popular RSA algorithm, a 
public key is available to anyone who can use it to encrypt a message. But only 
those with a private key can decrypt the messages and this, of course, is kept 



secret.  The security of these systems relies on so-called trap door functions: 
mathematical steps that are easy to make in one direction but hard to do in the 
other. The most famous example is multiplication. It is easy to multiply two 
numbers together to get a third but hard to start with the third number and work 
out which two generated it, a process called factorization.  
 
The problem of factorization is to find a number that divides exactly into another. 
Mathematicians do this using the idea of periodicity: a mathematical object with 
exactly the right periodicity should divide the number exactly, any others will not. 
One way to study periodicity in the classical world is to use Fourier analysis, 
which can break down a signal into its component waves. The quantum analogue 
to this is the quantum Fourier sampling and Shor’s triumph was to find a way to 
use this idea to find the periodicity of the mathematical object that reveals the 
factors. Thanks to Shor, any code that relies on this kind of asymmetry (i.e., 
almost all popular public key encryption systems) can be cracked using a 
quantum Fourier attack.  One must always evaluate the cost of the protection 
against the cost associated with the loss of your data.  But part of that evaluation 
must include the certainty of the security solution.  Therefore, a minimal part of 
the study evaluation must include the certainty of the security 
solution.   Consequently, the search for algorithms believed to be resistant to 
attacks from both classical and quantum computers have focused on public key 
algorithms.  It is unclear when scalable quantum computers will be available. 
However, in the past year or so, researchers working on building a quantum 
computer have estimated that it is likely that a quantum computer capable of 
breaking 2000-bit RSA in a matter of hours could be built by 2030 for a budget of 
about a billion dollars.  Thus, transitioning from 112 to 128 (or higher) bits of 
security is perhaps less urgent than transitioning from existing cryptosystems to 
post-quantum cryptosystems.  
  
This post-quantum transition raises many fundamental challenges. Unfortunately, 
the bits-of-security paradigm does not take into account the security of algorithms 
against quantum cryptanalysis, so it is inadequate to guide our transition to 
quantum-resistant cryptography. There is not yet a consensus view on what key 
lengths will provide acceptable levels of security against quantum attacks. For 
symmetric key systems, one simple heuristic is to double the key lengths to 
compensate for the quadratic speedup achieved by Grover’s algorithm. But this 
recommendation may be overly conservative, as quantum computing hardware 
will likely be more expensive to build than classical hardware.  This study will 
propose appropriate algorithms, as the replacements for currently standardized 
public key algorithms are not yet ready, a focus on maintaining crypto agility is 
imperative. Until new quantum-resistant algorithms are standardized, agencies 
should continue to use the recommended algorithms currently specified in NIST 
standards. 
 



 
 

The main thrust of the study, in this case, is the focus on crypto agility.  Many of 
our most crucial communication protocols rely principally on three core 
cryptographic functionalities: public key encryption, digital signatures, and key 
exchange.  The security of these depends on the difficulty of certain number 
theoretic problems such as Integer Factorization or the Discrete Log Problem 
over various groups.  For arguments sake, two types of authentication services 
can be provided using cryptography: integrity authentication and source 
authentication: 
 
• An integrity authentication service is used to verify that data has not been 
modified, i.e., this service provides integrity protection.  
• A source authentication service is used to verify the identity of the user or 
system that created information (e.g., a transaction or message).  
 
Key establishment protocols use key-establishment schemes in order to specify 
the processing necessary to establish a key. However, key-establishment 
protocols also specify message flow and format. Key-establishment protocols 
need to be carefully designed to not give secret information to a potential 
attacker.  The study will focus on the application of virtual crypto currencies tied 
to blockchains and how key are used.  For example, In general, a single key shall 
be used for only one purpose (e.g., encryption, integrity authentication, key 
wrapping, random bit generation, or digital signatures). There are several 
reasons for this:  
 
1. The use of the same key for two different cryptographic processes may 
weaken the security provided by one or both of the processes.  
2. Limiting the use of a key limits the damage that could be done if the key is 
compromised.  
 
3. Some uses of keys interfere with each other. For example, consider a key pair 
used for both key transport and digital signatures. In this case, the private key is 
used as both a private key-transport key to decrypt the encrypted keys and as a 
private signature key to apply digital signatures. 
 



 
 
This principle does not preclude using a single key in cases where the same 
process can provide multiple services. In addition to using the key, in bitcoin 
there’s a process of seeding a private key per transaction in order to preserve 
user anonymity, so multiple private keys are generated from the same seed. 
Thus, the seed is highly sensitive and must remain secure. This means that the 
seeding process must be protected within boundaries of the secure hardware 
and not just the signing operation. Most secure hardware cannot give protection 
to both processes without massive modification: (i) derivation of private key from 
seed, (ii) the private key itself used to sign the transaction.  In order to prevent 
hackers from decrypting huge masses of restricted information (often including a 
lion’s share of customer’s PII data), there is a need first to prevent the key 
compromise, because otherwise the attacker can decrypt the information at will. 
In addition, one must circumvent out-of-ordinary usage key usage. Crypto 
anchors are all about preventing the first possibility from taking place, and 
monitoring and/or proactively preventing the second one.  The study is not 
suggesting that one uses Bitcoin but a similar seeding capability for the 
blockchain key management platform.  All cryptographic information requires 
integrity protection.  The best that can be done is to use reasonable measures to 
prevent modifications, to use methods to detect any modifications that occur 
(with a very high probability), and to restore the information to its original content 
when unauthorized modifications have been detected. 
 
The fly in the ointment. 
Cryptographers have spent decades advocating for their preferred solutions to 
those challenges—a suite of techniques known as “end-to-end verifiable 
voting.” These techniques make no use of blockchains; in fact, some researchers 
say they solve all the problems a blockchain does and then some. Ironically, 
though, helping end-to-end verifiability go mainstream might end up being 
blockchains’ greatest contribution to election security. After all, the word 
“blockchain” draws investor cash even to companies whose connection to the 
technology is, speaking generously, tenuous. And even skeptics acknowledge 
blockchains’ relevance to voting; despite their questionable utility for security, 
similar procedures can enhance voting systems’ efficiency or reliability.   
 
This is why most blockchain election providers partially centralize the 
management of voter identities. Their systems are designed to query a 
consortium of several different identity databases such as government-issued 



IDs and fingerprints collected during registration to match the voter with a name 
from government voter rolls. A quorum of these identity authorities can also 
revoke lost or stolen voting keys. Similarly, the companies partially centralize the 
validation process to guard against malicious influence: Instead of allowing 
anyone to become a validator, the government or party organizing the election 
designates a consortium of universities, nongovernmental organizations and 
such whose consensus determines what makes it onto the blockchain. 
 
The challenge, in this study, will demonstrate that it is not just cryptography but 
engineering, building a scalable and reliable service in order to restore trust in 
the election process while US Government continues to function even under 
constant cyber-attack. And, as well, blockchain voting would require more than 
simply replacing Bitcoin transactions with votes.  Which means that Instead, 
users generate public “addresses,” which act like deposit-only account numbers 
for receiving money, along with secret digital “keys” that are needed to transfer 
money out of the corresponding accounts. 
 
 
 

 
 
To achieve secure cryptographic functionality such as encryption, signature or 
authentication, one must rely on computational problems that are presumed to be 
hard for the adversary. Since the study proposes a secure mobile device using a 
voting app (help election management bodies introduce online voting with levels 
of security and safety that are superior to in-person, paper-based elections, with 
restored trust, increased access, voter verifiability, and better public 
transparency.) on a secure Android/iOS mobile device using OKL4 with PitBull.  
Vulnerabilities in the Native OS Kernel can be exploited by applications.  Native 
operation, like any other, begins with a hardware platform or SoC.  Virtualization 
guarantees separation and provides the software foundation for security.  Secure 
Boot establishes a root of trust and ensures software and hardware integrity.  
Selection of the correct SoC provides the hardware foundation for security.  
Virtualization is a critical technology that is part of the embedded security 
solution.   
 



 
 
Another goal of the study is to ensure the key strength matches the sensitivity of 
the data. The length of the key, algorithm used, and the randomness of the key 
material are the main factors to consider in this area: 
 

• Distribution - A key must be associated with a particular user, system, 
application or policy. The association will determine the requirements to 
secure the key, and the method used to secure it while in transit. The 
ability to differentiate access between the administrator creating the key 
and the person using it is vital. 

• Storing - Organizations because using the same key over a long duration 
of time increases the chances of a compromise. 

• Revocation - Every organization needs the ability to revoke, destroy or 
take keys offline. Backup copies of cryptographic keys should be kept in a 
storage mechanism that is at least as secure as the original store. 

• Consistency policy enforcement requires the ability to provision and de-
provision cryptographic resources, automate client provisioning, and 
create multi-tenant, tiered security administrator access levels.  

• First, determine how many keys can be generated, and where they are 
stored. Continue to update variables in the system, such as back-up 
networks and users. Next, establish a policy for key usage, defining 
application and device access levels and to what extent they can perform.  

• Lastly, secure, automated and unified logging and reporting are absolutely 
crucial to maintain requisite risk and compliance posture. Key ownership 
must also be clearly defined, and all modifications recorded and securely 
stored in order to provide an authentic and trusted audit trail of key state 
changes. 

• Have the option of storing their keys within hardware or software. 
• Rotation - Each key should be designated a lifespan with the ability to 

change that key on demand. Limit the amount of data encrypted with a 
single key 

 
The secure mobile app voting will provide a constant vigilant viewpoint in 
developing new security procedures and cryptographic protocols to mitigate the 
threats from an ever-changing network environment.  At every stage of 
development, from idea conception, to design, to prototyping, to delivery and 



implementation, to maintenance, security is a fundamental requisite. Despite the 
measures, the authors of this study have taken the initiative to maximize security, 
while recognizing the possibility of vulnerabilities and have established policies 
and procedures that prepare the DoD and its organizations to both prevent and 
proactively detect signs of intrusion and malicious activity.  The study addresses 
the facts that trust in elections and voter confidence are waning to historic lows 
and that elections remain a mission-critical, complex, highly regulated, and 
scrutinized process.   
 

 
 
Conclusion. To realize this grand vision, it is impossible to envision the future of 
democracy where digital elections online are not the global standard. 
Unfortunately, there exists a wide gap between this inevitability and the progress 
actually being made towards secure online voting. In fact, most recent efforts, 
technically and legislatively, have been focused on in-person, paper-based 
voting.  However, moving backwards towards in-person, paper-based elections 
ignore an increasingly demanding, mobile, and connected society with a need for 
broader access, public transparency, and individual verifiability. As opposed to 
working collaboratively to find solutions to these problems, many are trying pull 
the industry back into the past. Society no longer rides horse and buggy despite 
the risk of auto accidents introduced by cars; the mere existence of risk should 
not preclude technological progress. The studies’ bottom line is to establish 
blockchains’ potential to improve election integrity. 
 
 

 
 
Consequently, in an effort to modernize the democratic process, the proposed 
study introduces a blueprint for secure online voting.  The objective of this study 
is to assist and satisfy secure mobile apps whereby election management bodies 
can introduce online voting tools with levels of security and safety that are 



superior to in-person, paper-based elections, with restored trust, increased 
access, voter verifiability, and better public transparency. 
 
If election officials and election system vendors ignore these study 
recommendations, we expect that deficient, unverifiable Internet voting systems 
will be widely used within eight years. Vendors will claim to have solved the 
security problems, and eager officials will believe these claims. Elections may be 
altered with no public awareness. If election officials manage to find evidence left 
by a careless attacker after altering an election, the damage will have already 
been done.   
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